Disabling Random MAC Address

Last Modified on 04/11/2025 9:45 am PDT

Every device on a network is uniquely identified by its MAC address. To improve privacy, devices can utilize private or
random MAC addressing, although this occasionally results in problems connecting to the CLU network. With any
network, you can pause or resume using a private MAC address. To activate or deactivate the feature on your devices,
follow these steps:
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1. Open the Settings app and navigate to Wi-Fi.
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Connect to Wi-Fi, view available networks, and
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Ask to Join Networks Off

Known networks will be joined automatically. If no
known networks are available, you will have to
manually select a network.

2. Select the info icon on the CLU network,
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Low Data Mode

Low Data Mode helps reduce your iPhone data usage
over your cellular network or specific Wi-Fi networks
you select. When Low Data Mode is turned on,
automatic updates and background tasks, such as
Photos syncing, are paused.

Private Wi-Fi Address Fixed

Wi-Fi Address 4A:C3:E1:7C:4D:8E

Wi-Fi networks and devices can track other nearby
Wi-Fi devices by their Wi-Fi address, even on secure
networks.

A fixed private address reduces cross-network
tracking by using a unique Wi-Fi address on this
network.

Limit IP Address Tracking O

Limit IP address tracking by hiding your IP address
from known trackers in Mail and Safari.

IPV4 ADDRESS

Configure IP Automatic
IP Address 10.100.16.80
Subnet Mask 255.255.192.0
Router 10.100.1.1
DNS

3. Select the "Private Wi-Fi Address" menu

option.
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4. Select "Fixed" to

disable the randomized MAC setting.
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1. Open the Settings app and navigate to Connections.
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2. Select Wi-Fi to see your Wi-Fi connections.
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3. Select the gear icon on the CLU network.
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4. Select "View More" to see additional options.
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5. Select "Phone MAC" to disable the randomized

MAC setting.
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1. Open the System Settings

app.
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2. Navigate to the Wi-Fi menu, select the menu icon on the left, and select " Network Settings".

Unsecured Network
Open networks provide no security and expose all network traffic.
If this is your Wi-FI network, configure the router to use WPAZ (AES) or WPA3

security typa.
Learn more...

Automatically join this network

Private Wi-Fi address
Using a private address helps reduce tracking of your Mac by

Rotatin
Wi-Fi network operators. A fixed private address allows this 9
network to track this Mac, but helps reduce tracking across
other networks.
Wi-Fi address e6:0b:07:5b:aa:fa

Low data mode
Low data mode helps reduce your Mac data usage over specific Wi-Fi
networks you select.

Limit IP address tracking
Limit IP address tracking by hiding your IP address from known
trackers in Mail and Safari.

IP address 10.100.15.239

Router 10.100.11

Forget This Network... Cancel m

3. Select the dropdown for " Private Wi-Fi Address"

and select "Fixed" to disable the randomized MAC
setting.
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1. Open the Settings app and navigate to the "Network & Internet" menu.

L Settings

fir Home
Find a setting

Network & Internet

Ethemet Random hardware addresses

Dial-up Use random hardware addresses to make it harder for people to track
your location when you connect to different Wi-Fi networks. This setting

applies to new connections.
VPN

Use random hardware addresses

@ o

Airplane mode

Mobile hotspot

Hotspot 2.0 networks
Proxy
Hotspot 2.0 networks make it more secure to connect to public Wi-Fi

hotspots. They might be available in public places like airports, hotels,
and cafes.

Let me use Online Sign-Up to get connected

® On

When you turn this on and choose a Hotspot 2.0 network, we'll show a
list of providers to choose from so you can get online.

2. Select the "Wi-Fi" menu and under "Random Hardware Addresses" section, uncheck "Use Random Hardware
Addresses" to disable randomized MAC setting.




